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SUBJ:  SECURITY FOR ELECTRICALLY TRANSMITTED MESSAGES

1. IURPOSE Ihis order implements within FAA Depantment of Transportation
Order 1640.2, Security lecertcall snmitted Messages, a copy of
which is included pendix

2. DISTRIBUTION This ¢rder i¥ digtrifuted ofe copy to five employees in
Washington headquarters, regigas ters”afid overseas area offices.
Wide distribution is he@e all field offdces and facilities.

3. BACKGROUND. The provisions of DOT .22, Safeguarding Classified
Information, referred to in paragraph 3 of Appendix 1 are incorporated
in FAA Handbook 1600.2. Order DOT 1640.1, Control and Protection of
"For Official Use Only Information," was implemented within FAA by
Order 1600.15D.

4. IMPLEMENTATION. All recipients should insure personnel who are normally
engaged in official travel are aware of the contents of this directive

80 as to prepare them in the event it might become necessary for them
to transmit classified messages or For Official Use Only information.
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S T. MURPHY zfq;)
‘Dfrector of Air fransportation Security

' LIBRARY USE ONLY

\ Mistribution:: WRNCM-7, FOF-Q (wide) : Initiated By: 4,sE-200
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Cancellation

Date: Discard this
sheet after inser-
tion of enclosed

SUBJ: SECURITY FOR ELECTRICALLY TRANSMITTED MESSAGES material.

1. PURPOSE. This change is issued to incorporate a DOT change to Appendix 1
of FAA Order 1600.40. :

2. DISTRIBUTION. This change is distributed one copy to five employees in

Washington headquarters, regions, centers and overseas area offices.
Wide distribution is made to all field offices and facilities.

90/”‘4.‘1/ Ne m P
’ JAMES M. YOHE/

~"‘Acting Director of Air Tramsportation Security

Distribution: WRNCM-7, FOF-0 (wide) Initiated By: ASE-220
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SUBJECT:  SECURITY FOR ELECTRICALLY TRANSMITTED MESSAGES - CHANGE

1. PURPOSE. This page change transmits a revised Attachment 1 to the
subject order.

2. EXPLANATION OF CHANGE. This change updates the list of USCG and FAA
communication centers which are available to DOT elements for the
transmission of information over protected circuits.

3. FILING INSTRUCTIONS.

a. Remove Page Dated Insert Page Dated
Atch 1, Page 1 6-14-72 Atch 1, Page 1 2-5-74
Atch 1, Page 2 6-14-72 Atch 1, Page 2 2-5-74

b. After filing the attached page, this transmittal may be
discarded.

FOR THE SECRETARY OF TRANSPORTATION:

/éﬁ‘ % William S. Heffelfinger
& / % Assistant Secretary
=g Administration
_‘o‘h"so";
DISTRIBUTION: A1l Secretarial Offices 0PIt oOffice of
All Operating Administrations Investigations

4 e FERIPN Pyl N
National Transporisticrn Safety Board and Security
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ALASKA

Anchorage - FAA Regional Office
Juneau - USCG District Office

CALIFORNIA

Fremont - FAA ARTCC*
Long Beach - USCG District Office
Los Angeles - FAA Regional Office
Palmdale - FAA ARTCC

San Francisco - USCG District Office

COLORADO
Longmont - FAA ARTCC

DISTRICT OF COLUMBIA

DOT Headquarters Building - USCG
FOB 10A - FAA

FLORIDA

Hilliard - FAA ARTCC

Miami - USCG District Office,
FAA ARTCC

GEORGIA

Atlanta - FAA Regional Office
Hampton - FAA ARTCC

GUAM
Anderson AFB - FAA CERAP
HAWATI

Honolulu - USCG District Office,
FAA Regional Office, FAA ARTCC

ILLINOIS

Aurora - FAA ARTCC
Des Plaines - FAA Regional Office

INDIANA

Indianapolis -~ FAA ARTCC

Vertical line denotes change.

Attachment 1
Page 1

KANSAS
Olathe - FAA ARTCC
LOUISIANA
New Orleans - USCG District Office
MARYLAND
Baltimore - USCG Yard

MASSACHUSETTS

Boston - USCG District Office
MINNESOTA

Farmington - FAA ARTCC
MISSOURI

Kansas City - FAA Regional Office
St. Louis - USCG District Office

NEW HAMPSHIRE

Nashua - FAA ARTCC

NEW JERSEY

Atlantic City - FAA National Aviation

Facilities Experimental Center

NEW MEXICO

Albuquerque - FAA ARTCC

NEW YORK

Governors Island - USCG District Office

JFK Airport - FAA Regional Office
Islip - FAA ARTCC

NORTH CAROLINA

Elizabeth City - USCG Air Station
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OHIO .

Cleveland - USCG District Office
Oberlin -~ FAA ARTCC

OKLAHOMA

Oklahoma City - FAA Aeronautical
Center

PUERTO RICO

San Juan - FAA ARTCC

TENNESSEE

Memphis - FAA ARTCC

TEXAS

Ft. Worth - FAA Regional Office,
FAA ARTCC

Houston - FAA ARTCC

UTAH s

Salt Lake City - FAA ARTCC
VIRGINIA

Leesburg -~ FAA ARTCC
Portsmouth - USCG District Office

WASHINGTON

Auburn - FAA
Seattle - USCG District Office

*ARTCC signifies an Air Route Traffic Control Center
‘(NOTE: New FAA Regional Offices at Denver and Seattle are programmed to

receive secure terminals at future dates. This attachment will be
amended as changes occur.)

Vertical line denotes change.
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